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nd Con's off Mobile
elephone Evidence

fence lawyers faced with evidence identifying
lle telephone calls, generally speaking, would
do well to remember that everything in GSM is
connected, thus every component has a part to

plays.

In this regard, the following description may assist
as it may help defence lawyers to understand why
all the evidence, whether served or in the unused

bundle, should be looked at as opposed to merely
looking at billing records and ignoring the rest.
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MS - Mobile Station BTS - Base Transceiver Station
BSC - Base Station Controller MSC - Mobile services Switching Centre
HLR - Home Location Register VLR - Visitor Location Register

AUC - Authentication Centre EIR - Equipment Identity Register
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Telephone Evidence

IS reguired toe validate the sulbschber te
etwork and authenticate: the User so as; to

allsi o he made or recenved, put the: SiviFcan
CeMIermere Witheuit:a moekile telephene

A S 2l PeWEN SRRV, KeYSHoK
diallingl pheRe  nUmPErS aner e radierClCUIA/AIR
order that the: SV and aneset canrcomnunicatie
1o the mobile networks

When operating tegether e SlViscand anaimobile
telephone are knewn as a



elephone Evidence

talks te a
, the Viast so to
K, WHERNEIS WIthIR range: ol it Radie CoVEragE
aved frem therViast: can 9e: emniairectionzal
(E60/0Earees) or sector directed (degrees). 1o
GEEHMIRENNE 120Ie CoVErage  area requikes
ana

10 comprenend therRENoeprnt

Off the: coverage' firenmrtaenviasis

o [here maybe many Mastsinrarpariicuian
geographical area and all wWillNeerconieliedr oy an
allocated
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ViBI)IEY [ elephone Evidence ‘

can be considered a

mEPIIetelephone excliange known: as thie
e VISE coniiers

Wit thE Lo Validate
the sunpscrberand the HER ehtalns authentcauont from
the terallevwicalisy e

MSC equally’ confers Witirtie

o ensurerancset ST Rer Pamea: Al
confirmations (HLR/AUC/EIR) arercepesitediartie

e enanierthe MS to
make/receive calls.
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d Con'’s of Mobile
one Evidence - Calls

VIOBIICE CALLES



HiglgPdegree of certainty’ that a call was nijade or
[ECeived on SURSCHRENRS account. Always pessible
UIEREIT0rS) can OceUr, Ul tRE: error rate s fiar
eULWEIghead bub the highlrate: ol successiul/
chiggezlsle; calls.

o' oW GEegree ol certainiy/ as teracital conteni: eircall
(VoeIcer conversations) andireasenior calleirdialing
a numier (R .v. Deakin CifREVA @UEKSHT

o |[nterception may Impact enNVeIce conteni:
(R.v.Black(Wayne))
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d Con'’s of Mobile
one Evidence - Calls

DATAERONVIESIV]
CARDS ANID
HANDSEIRS



filker's phene number (MSISBN) recorded 1 SV Ui
USERCARNGYENNVIITE PRORE NUMIGEN SO NEEWS 10 DE: Cliecked ol
ACCUIECY

Ciphernng key, Cecatien and Broadecast CoRtel ChannelNnie
system (UselitiTior geegraphicallecation)

Services that may. be access\iarthe Slvifeand s SIVI Seinice
Table (SST) - (send/downloaeNmages; SERa enmails eic)

Forbidden networks which: SubseHlsersrSIlVIRmay e tse
(useful In cases where Roaming akreaeNsS Eelevani)
...and much more
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1d Coen’s of Mebile
ficIEpone Evidence - Calls

NAESEr evidence provides an illustratien off handset use' and
geliePpassed to It fromi SIV. Handsets recordl data te SliVi sera
HEedl to) check for aceuracy: iegarding data input by user

IBXt messages (Stered inrhandset and SV - withr SV
‘deletediext Messages can e recovered. Tiext Messages on
HEnEsErca e alierealserdiiificult to) detect alteration

s Phienenoek (e handset and Slivi-have: thelr omwn
PAGNENGOKS)

= [Last Numibers Diallea (CNB)rensSIVIEnas arnigherweighi-as
this data generated in; SV eeClSH iGN USEIF SEIECHRG 2
name/number i SIM. HandsetENIDrsuscepiille toralieration

o [ast Number Received (LNR) and MisSeaNENNVINGURC on
handset susceptible to alteration - It SHEWRFGNIEFACCUrate,
can have a higher evidential weight
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nd Con's of Mobile
one Evidence - SMS

iered (thus genuine) then i the content ei a
MESSEPE! IS Se) patently clear and epyvIeuS; can
PIEVICEN G 9000 EVIGERCE

s [Rrmany cases a reply o a text message: ergimaily,
sent/received may net errecovered: Arsingle
ambiguously Written textimeSssage Py iiselif e eEesinot
‘establish” the completerconversauen PeWEEHNWO
parties - its evidentiall welghthereiore e guiies
particular attention to detail



Con’s of Mobile
jone Evidence - Call
Recorads

CALL RECORDS



198482 ppProved meterng systems:

ThERe arerstandards infplacerrequinng perermance: levels terlse
achieveadiregarading assessing accuracy. eif each callfdaia record
OIRO03 andilater Standards that supplement OIRO0SH - i delence
|aWy/ers; are net sure - contact OECOV

Equally, as GSM'is internationali thER agreEMENSHOR CHERgEes and
payments needs to be on a firmYeeung = tie i (InterOperators
Tariff) and the requirements of TARNEEZRSIEFACCOURERrecedure)
Files for international settlements.




gscriler billing recerds/Call records; are Used as
elerstone 1o estanlish that mokile callsiwere

s HeWEVERIRaCCUracy, canlGeeUr When erHainal data
IS traisperediandimperediniera complation
decCUMERT. The defence lawyer thliksy s/ens
loeking at erginal materaiNvRERNRNECIIES
compilation




PIeSIEt Con'’s of Mobile
JIEIEIoNne Evidence - Call
Records

=EEIdVionthly: Account olders ensure SURSCHIEer
PIING| rEcCords have BEEen Sernvead

N

EeIAVIeRuhIY and Prepaid Account helders ensure
A ereInal Call records Have DEEnI Selived

s [HErerare Vanous bypes off Call REcords generated
By MeLIle operaterstandrtne feliowinaHiIStsHmay 19e
off use:

. tREreNs
mobile originatedrcalii )
and mobile terminated call ( )



PIOSIANE Con's off Mobile

JIEIEIONE Evidence - Call ‘
Records

: that combine data from CDRS fier a daily,
WEEKIY, monthly penod - these are the usual recerds
SEVED Inl evidence. Semer useful COR data can 19e
StiPREd oUL belere Beng complied in CallRecoras

o' Dependantuponi the type ol Case CIDRS
e parucularcallsrthatare gy relevanis e 2 caserand
fior Seek Call’RECENES

o Hoewever, Operators’ InCueeNaiRg iy pPES o datainrCall
Records and seme Operators canraiverspecialicentities
o these records - VodafoneWasrardata=fechsiieranout
mobile calls called the “Gold Fiiesanedivernsinformative
it Is too!
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1d Coen’s of Mebile
ficIEpone Evidence - Calls

S injeertantly do rememier that itemisead Call
RECOES dornot always corroherate data appearng
INaRdset memony: Last Numbkers Dialled (LENID)

selepreRe nUmIBErS appeaiing Inr ENID  can 0eeUr
SImPIABYARUSHING Keys 6 thie keypad), Selecting
AUMBER thal 1S el SEnt and seren

o Also evidence ol SMS text imessages: fifem namnasets
are net eneugh to stivstanigte ey aVeseen
sent. Although often eniyA e MESSAGES ale SElved
N cases ofi harassment or deatirtareatsyOnRiyFthe
Call Records can confirm WhetielReNmeESSage may
have been sent or not



CalleartiesCellNniermation these details previde: a useful
IEICALeIFGIF e GERgraphicallarea Where the moile
telephonelecated attime oircall

Useiuirfirems the point eirView: thab ter detallSHReICAIES
Where the defiendant Wasiis=anyWhere ouiiside oifuie
radio coverage frem a Masts

These detaills may not be accuratedeWnrteNmeters as a
Mast’s coverage may spread of mapyaviilies(kms).
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d Con'’s of Mobile
ne Evidence - Cell Site

CELL SINE
EVIIDENCE
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Rey 10 determining radio) ceverage: at fikst Instance: Is
aVve originaliandl genuine infermaten freni the mebile
IEWVEIH OpErator Identiing the RE feotprni

o Proplematical to theNaw: el evidenceNt nasralleywedntselt
10 e beguiled by GecUMERIS WHICHFaVE

Snamelysautoroute call
mapping containing little or no @igRaisstaiement of fact
In them from the Mobile Operator:



Whilst autereute: call
mappIing may. be a helpiul
compllatien It dees not
identify’ radio) ceverage
PEURCAAES G NOW: 2l
radier coverage: iravels
firem thelviast:

JUresiare veing denied
IMperanieVidencertpen
WHICKHITREY can makertnere
MIRES Up= UprtRbi=1999
tEreNwas e e proklem



White line shows
best serving
boundary and terrain ;

that is covered by

- Redlines are bore angle -
bearing of coverage (azimuth)




boundary

- Blue colour outside best gg‘

server area where mobile '-
M can detect and use coverage “on

2/ 112 from Mast.

ey s s e e



WIHIGHIPOT the maps; you: have Been shewn deryeu think
Wwenld give the defendant a feganrding the
iechnical evidence?

o [he Plots/Maps have heenNnreVicERCE SINCErICSS]
Autoreute call mapping In"evideRce staredr2000rare
econemical with radio coverageNnealiy anardeprive a
defendant of fairness by stiflingStechnicaifevidence (cf
R.v. Judith Ward 1992)
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(Onez0ne) do net recoralthe Vast UpeR WRICH
armiepNercall terminated = thus making It diificuli to
[dentitHeNMeVEmMEN O 2 mMeklle: PReRE BEWEER
IOCAIGIS

mmO2 (BiF Cellnet) useremniEdireciieonalfViastis (860
degrees) so can he diffictli-terdentiy irempviraich
direction the mobile is travelling

Orange and Vodafone cell data“prelhanly arertie best in
terms that they provide more uselulfdatarawout all Masts
used than mmO2 or T-Mobile



s ATrEVIEW Ol Varous calll records wass highlighted

s Prokliems Withrpeer guality, evicence regarding cell
site’ analysis Was IeiSed

e There Is lots more thattcanpe Sald GRS SUIRJEct
matter but that would requiremere imes iz s
hour-leng presentation; permits




Future CPDl N

ceptien of Vokile Communications
ptereretingl Call"Records/Viehller ielephone: Daia

s EUlUre SEmonile telephone evidence an thershoeck
I3 Stere el the 2w Gl eVIdEnce

o Criminal Cases and Moenile elephone EVIGERCE



ERPART 2 >

HANK Y OU

ANY QUESTIHIONS?
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