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ommon to find served in criminal cases data
t are acquired from Mobile Telephones,

criber Identity Modules (SIM) cards and the
mobile network.

Those who are unfamiliar with this topic invariably
find they are rather overwhelmed by the vocabulary
(terminology) adopted for mobile communications,
the origin of data and the evidence itself.

This starter kit has been compiled for the Bar
Counsel and Law Society CPD evening presentation
to raise observations, thus awareness, about the
subject matter.




F - Gregoery: Smith

cipall eff Tirew: & Co - consulting| ferensic engineers & Chief
INIRg Officer Tirew MTE

»CoreperatesHiew MiE (Molile Telephene Evidence)
andivielrieielephoner Examinauen Beand (VIEBE)

= 1IBYIS EXPENERNCE: Off telecem evidence. 17Ans GirWRIcH
nanaling wirelessrevidence: 1syis eitwhichrdealingwitirGSivi
evidence: (thus in at thestar o GSVNRITK)

= Jirains law’ enfercement aneSecuiiity/ SPECIIISISNIINTBIIIE
telephone examination and evidence

e Independent expert engaged bylpthipresecutioRrand defence
but not on retainer by any party
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ew of GSM EXxpert
Qualifications

ere are noe academic gualificatiens; for moenile
HORE evidence, taus reliant upen:

s KneWwiedge of all thercurrent and histemcal
LECHNGIGAN NOL MErely partis el

s SKillF="knewing Wha teN ek eI anc s applicaiien
10 & case

o EXperience (the lengertnerbetier)rasiaiiiereni
development generations\eiRGESIechnelegy can be
served In evidence



e Telephene Market

-million subscrbers n UK - 2005

shESHmated 140 millionrhandsets/sSiy
cardsiin UK (Epprox: 2-3 PER PErSen)

s 40,0001 Maststinr UK =2005) (Could e
RIgher I small meastsraneNnE o)
coverage added)
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SSIVVIEIle Telephoene Market

igited 1991 (Phase 1 technelegy: rellout) -
[GFContent service - Voice, text messages, fax
| senvices callffierwvarding/varming

5e. 2 technelegy ntreduced 1995 oiferng
ERNERCEM VeIce capanilityand Rew: senvices - Caller
ldentificauen (CLI); caliiwaltineré: helcing anaicall
CONTERENCES

s Phase: 2+ IS/ 1 fact 2 SEHESI Gir REIeases (IRY96), ROV,
R9O8, RO9 etlc) that Intreducermew arnampreoVved
network capability’ and SERICEsSHeIRUSENNASIIV]
cards & handsets. Such asNeealISECNIEWS;
downloads, Images, enhanced iexiNmMESSages etc



pile Telephone Market

T UK mainland eperators - Vodaione,
2 (B Celinet), Orange: & I-Viehile
(@RE=2-0ne)

s IUMERBLST SERVICE: ProViders: = Canphene
Waleheuse, PhenesZu e ERkieic

o lncreasing numbereiRVirtaisyvenhlle
Operators (VMOs) - Virgirvienpiie; iesco,
Sainsbury’s ete



pile Telephone Market

t\/pPes; eff SulScrber

Ry Acceunt heIdEr WE iECEIVeS) a
meRtNZ BRI thuS acceunt NeIGEr s
ifzloerelo)]e

o Prepaid Accounthelder-apreEquirement
10 provide Identity GiRUSEN 2cecouRirUSEY
does not receive a mephlyAenifeliradds
credit to account as anGaViER




SVEIVIEWPOT compenent parts invelved
Wikii*moebile telephoene evidence

Vienile lielephene and Sulkscrber ldentity Module
SV Card - winenrcominedicaliearViolile Station

s Content
o1 SUbscHErdetais/Billing recoras/ Call ecores

e Cell Site Analysis

- Cellf Site ldentificatien (& nenverkinuilc=euis)
- Radio coverage and raeiortestmeasuements
- Site Survey (envirenmentzisstiuey)
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MS - Mobile Station BTS - Base Transceiver Station
BSC - Base Station Controller MSC - Mobile services Switching Centre
HLR - Home Location Register VLR - Visitor Location Register

AUC - Authentication Centre EIR - Equipment Identity Register



GSM Moebile Evidence
N Criminal Cases

oM 1996 te 1996 approx S0-100rcases
/ealr

s OOV 2000200500  CaSESI PEI Veal

e 2000 tor 20045 tens el NUNGRECS BIFCASES
PEN year

o Research Lexus LawiDatalnases INmeESs
Law: Reports and Interneét




SM Moebile Evidence in
Criminal Cases

Card - sulsCcrHRER Identity, mokile phene
I, PRGNERBEK, teXt MESSAJES

s Haneset= oliigeing/inceming calls; PReREReok, text
MESSAQES) IIMAGES, VOICE l[ECONES Ele

e SUBSCHRENR detallstconiiminaNdentih/ ol USEr 6F
moeblle phaene nUMBERaRE SenIcEs applicahlerte
the account - tarifl, VoICeréauaial SEVICES el




SM Moebile Evidence in
Criminal Cases

NG| recerds - Identiiying calleal party duration,
e anael charges ete complied and oilled te
SUIISCHIENS

s Callrrecords = denuinarcalling ancd called paity,
date & time;, durauen, [HReING e, Hanasel sengal
AumBer and: cell siterdaita e ouigoeng and
Incoming calls relatingrterprepaicrane el
SuScribers

e Other network records
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e Evidence received In
Criminal Cases

GRSEqUERCce thel defence recelves huge pundles
@S that cani run te; 000s of pages

s e eVIdencerls rarely supplied inrenersingle
geliveR/ it tHEKIESHNT BVENR 2l PERE Gl e -
SOMELIMES) I’ CIeSE pPreXimIuy, terer Just Before tiHeal

o Essential te) defencercasenwheremoenliertelephone
evidence! Is served thatteefencelawyers
comprehend! the need to evalliaieNisSWeIgiEVvIS-a-
vis the allegation



Mohile Evidence IS
captured

eSS Wikl captuing the: mohile telephone anadl Siiv]

2ird 10 See what thelr content reveals. Importantly

IEINERY EeVICEeS canl e damagead ol data
(EViGERce) corrupted se kIS Impertani ter Kaew: Lavwy
ERfereement Pelicies)and Precedures for:-

sl Selzue Policy/Procediies

s GeEOEUSH Inwards: Pelicy/Preceaules

o Hanaling Pelicy/Procediies

o Examination Poelicy/Proceaulies

e Preserving Evidence Policy/Precedles

e Quarantine Policy/Procedures




idence - Do Remember‘

mittee of Experts on criminal procedural
s connected with Information Technology In
report recommended:

e safeguards must be taken by investigating authorities
to guarantee the integrity of data between copying during
Investigation and its presentation at court

proceedings...[ C] ourts may demand that the proponent of a
digital picture, for example, be ready to establish a complete
chain of custody. A hand-to-hand chain from the photographer
to the person who produced the printout may, in some
circumstances, be the only way to adequately ensure integrity of
an exhibit.’
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Mobile Evidence IS
compiled

s Histecallythe GljectiveWasi Lo preVvide: a Clear fiiamework for the
efilicientwerkingl relatienship between the United Kingdom
Jelecemmunicaueons Industi/ and Law ERiiercement AGENCIES o)
the hamndling eff requests el communicatiens, data Nk coNNECLGN
WIth crime: enguiries; that meet the NECEssaliy Cliteriz, WIthIRFE
previsions of current legisliatieRrupoR precUcHoR GiraRrappIepHately.
authoerised application



Mobile Evidence IS ‘
compiled

W ERIGrcement AGERCIES have agreed
aRdIEct communicatioRwWith ther 2005 PHIO'S;,
uhattmekeruprtier UKEsHielecommunIcations
IRdustny; WillfBeresticied torthe Aceediied
Single Peints off CoRtacEWItIFEECINOICE G
AgEency.



Mobile Evidence IS ‘
compiled

e key poeints o nete are

- @UalIES by attending a 5 day Course

. Course: run By LEA/IRCUSHR

. Course covers: allfaSpPECLS) Ol ACCESSING| Gl LEIECOMIMISEIVICES
. Principles; of Guidelines appiyANGONY

. Total enforcement since JURE 2000

. Register of Accredited OfficersfaresieldisyaNICIS And Industry.



E PART 1

verview! off the GSM Market has heen
vided.

s IHErspurces where GSVidata evidence
eligInates las heen highlighted

s e neead o’ uneerstand policies and
precedures has disclssed

. a look at theNpReSIanErconrs of
mobile telephone evidenee
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